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Line-rate IP packet capture for 1G and 10G Ethernet links with built-in user-plane analysis

KEY FEATURES

High-performance capture system for multiple 
10/100 Mbit/s, 1 Gbit/s or 10 Gbit/s Ethernet links

100 % line-rate packet processing with up to 10 Gbit/s 
capture to disk

Record data to HDD–32 TB of local storage; 
massive external storage options

High-resolution (10 ns) time stamping

Flexible fi ltering–set your rules beforehand or extract
wanted information afterwards

Real-time connection, link and network statistics

Multi-user environment

Detailed fl ow analysis with DPI parameters, network 
visualization and KPI/QoS graphs
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CAPTURE YOUR NETWORK
iPro is an ideal tool for telecom, finance, security organizations and IT 
professionals needing a reliable, high-performance capture and data 
processing system for 10/100 Mbit/s, 1 Gbit/s or 10 Gbit/s Ethernet 
networks.

iPro supports full-line-rate packet filtering and processing even with 
multiple 10G Ethernet interfaces regardless of packet size. With peak 
recording speed up to 10 Gbit/s, iPro provides a reliable platform for 
different IP network operations.

MAXIMUM FLEXIBILITY WITH SIMPLICITY
iPro is a non-intrusive, passive capture system that can be used 
in any Ethernet IP network. iPro can perform network monitoring, 
troubleshooting and network forensics to help solve problems related 
to IP flow, transaction analysis and security.

iPro can be fully configured, managed and run through either CLI or a 
Web-based GUI (SSH/HTTPS) via a dedicated control port. Multiple 
simultaneous users are supported. All data from networks connected to 
iPro’s ports will be captured to the system memory and may be recorded 
to internal hard drives. External storage can be made accessible to the 
system by utilizing industry-standard storage systems such as iSCSI 
or FC systems. A flexible front-end with SFP/SFP+ modules allows 
users to connect to different types of interfaces.

Data capture parameters can be defined by users, including full-line-
rate data capture, IP headers only, filtering control-plane data for LTE, 
Iub or Gb traffic, specified packet length and other BPF packet filtering 
criteria. Once defined, data is filtered and recorded to local storage 
using configurable sequenced recording options based on time or 
file size limits. Common PCAP and enhanced PCAP file formats and 
open interfaces allow flexible integration to open standards-based 
applications and post-processing.

iPro timestamps every captured packet to 10 ns, providing extremely 
accurate timestamp resolution for the most demanding applications. 
Multiple iPro systems can be synchronized by using NTP or GPS clock 
sources.

Each captured IP connection can be presented in the iPro’s GUI, 
which includes throughput graphs and tables, with common net-flow 
parameters. Users can select or aggregate individual connections and 
extract data for further analysis. Real-time statistics are also provided for 
network health monitoring.

iPro can also play back the capture files. Recorded network events can 
be transmitted back to Ethernet with adjustable packet rate, allowing 
users to reproduce past network situations.

Figure 1. iPro is a network capture system for high-speed Ethernet links.

Figure 2. iPro’s easy-to-use GUI presents the system load and 
network statistics.
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Figure 3. Visualizing network traffi c with the Diagnostics 
Suite application

USER-PLANE ANALYSIS
The optional Diagnostics Suite client application, when runs on a separate 
PC, allows reading of ready-flow records from the iPro IP Session Flow 
and QoS Analysis database. It can easily point interesting network flows, 
sessions and conversations as all data is visualized in different tables 
where flows can be filtered, grouped or sorted. With the Diagnostics 
Suite application, users can analyze individual IP flows and provide 
information such as the source and destination IP addresses, ports, 
protocols, locations, origins, throughput, amount of transferred data 
values, etc. Users can also see information such as VLAN tags, Q-in-Q, 
MPLS, GTP TEIDs as well as the flow data for tunneled IP connections 
that are especially used in mobile networks like PS Core and LTE. The 
Diagnostics Suite application provides GTP-C session information for 
LTE and Gn interfaces such as call parameters, bearer information, call 
duration and message statistics. 

The Diagnostics Suite application also provides advanced quality of 
service (QoS) and key performance indicator (KPI) graphs including 
charts and diagrams for statistics and traffic distribution and throughput 
per individual or aggregated flows and sessions. Administrators can easily 
follow up bandwidth usage for specific connections. As for QoS and 
service-level agreement (SLA) measurements, graphs are available for the 
most important QoS KPIs, such as throughput and jitter. 

Moreover, Diagnostics Suite enables maximum analysis accuracy of 
applications with the use of deep packet inspection technology, enabling 
application identification and classification with key parameters provided 
for each application as well. Application quality measurements are easily 
performed with pre-defined QoS analysis views, e.g., for subscriber’s 
quality of experience (QoE), top websites, web traffic QoS and audio/
video analysis.

PROBES

Items iPro 1040-1 iPro 1040-4 iPro 1200-4

Interfaces Two 10/100 Mbit/s 
and 1 Gbit/s Ethernet 

Two 10/100 Mbit/s 
and 1 Gbit/s Ethernet Two 10 Gbit/s Ethernet 

Memory 4 GB 4 GB 4 GB 

Processor Intel Xeon 
Quadcore E5220 2.26 GHz 

Intel Xeon 
Quadcore E5220 2.26 GHz 

Intel Xeon 
Quadcore E5220 2.26 GHz

Local Storage 1 TB (SATA2) 4 TB (4 x 1 TB SATA2) 4 TB (4 x 1 TB SATA2) 

Size 1U 1U 1U 

SYSTEM OPTIONS
iPro can be configured according to various environments. Different capture system configurations are available; iPro can also be customized with 
additional software options or hardware modules.
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PROBES

Items iPro 2040-8 iPro 3040-32 iPro 3200-16 iPro 3200-32

Interfaces Four 10/100 Mbit/s 
and 1 Gbit/s Ethernet Four 1 Gbit/s Ethernet Two 10 Gbit/s Ethernet Two 10 Gbit/s Ethernet 

Memory 96 GB 96 GB 96 GB 96 GB 

Processor Two Intel Xeon X5670 
six-core 2.93 GHz

Two Intel Xeon X5670 
six-core 2.93 GHz

Two Intel Xeon X5670 
six-core 2.93 GHz

Two Intel Xeon X5670 
six-core 2.93 GHz

Local Storage 8 TB (8 x 1 TB SAS) 32 TB (16 x 2 TB SAS) 16 TB (16 x 1 TB SAS) 32 TB (16 x 2  TB SAS) 

Size 2U 3U 3U 3U 

OPTIONAL ITEMS
IP Session Flow and QoS 
Analysis Internal database for storing generated enhanced flow records with QoS KPIs

Diagnostics Suite Windows SW client for detailed flow analysis with DPI parameters, network visualization and KPI/QoS graphs; requires the IP Session Flow and 
QoS Analysis option

Deep Packet Inspection Detailed application level analysis engine option

External Storage Additional storage options

GPS Synchronization GPS time synchronization module

Capture Playback Capture file playback

SYSTEM OPTIONS (CONTINUED)
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TECHNICAL SPECIFICATIONS

HARDWARE AND SYSTEM
  1U, 2U or 3U rackmount server
  Two or four SFP or RJ-45 interfaces

 -  IEEE 802.3-compliant RJ-45 ports for 
10/100/1000 Mbit/s Ethernet

 -  MSA-compliant SFP modules: 1000BASE-SX (LC), 
1000BASE-LX (LC), 1000BASE-T (RJ-45)

  Two 10 Gbit/s SFP+ interfaces
  Up to 32 TB for packet capture
  Separate system disk for system and applications
  Dual fail-safe power supply
  Ubuntu 64-bit Server Edition Linux operating system
  Watchdog functionality for hardware
  Full system recovery

PACKET CAPTURE TO DISK
 10 ns timestamp resolution
 NTP time synchronization
 Pcap file format
 Ingress NetFlow collection (NetFlow v9)
 IPSec packet decryption

PACKET FILTERING
 BPF syntax for filter rules
  Control- and user-plane filtering for LTE, 
Iub or Gb interfaces

 IP header filtering
 Packet payload filtering
 Packet stripping
 Logical expressions
  Alarms and traps (bandwidth detection or BPF filters)

IP SESSION FLOW AND 
QOS ANALYSIS DATABASE
  Throughput, delay and packet counters for:

 -  MAC and IP layers (SRC/DST)
 -  All transmission level protocols (ICMP, IGMP, TCP, 

EGP, IGP, UDP, DCCP, RSVP, GRE, ESP, OSPF, SCTP, etc.)
 -  Application level protocols (HTTP, FTP, TELNET, 

SMTP, DNS, DHCP, POP3, IMAP4, SNMP, RIP2, RTSP, 
Diameter, Ping, SIP, etc.)

 -  Tunneled connections (GTP TEID, tunneled IPs, 
protocols, ports, etc.)

 -  Transmission level identifiers (VLAN, MPLS, Q-in-Q)
  Additional KPIs for:

 -  TCP round-trip time, TCP round-trip jitter, TCP 
retransmission ratio

DIAGNOSTICS SUITE CLIENT 
FOR USER-PLANE ANALYSIS
Flow view functions
  Enhanced NetFlow records format including:

 -  Geographical location information, organization, 
etc. (based on GeoIP database)

 -  Source and destination addresses, ports, protocols
 -  VLAN ID, Q-in-Q, MPLS labels
 -  DNS name resolving
 -  Application protocol, throughput, transferred data
 -  DPI-based parameters 
 -  MAC addresses
 -  Full support for tunneled IPs (GTPu, TEID, 

mobile IPs)
 -  Volume of data sent/received
 -  Number of sent/received packets
 -  Flow timing details
 -  Alias names
  Advanced filter editor
  Flexible filtering, sorting and grouping for flows
  Drill-down from flow level to packet payload
  Fetch the session specific packet in pcap format 
from iPro

Topology view functions
  Data traffic between network nodes visualized in a 
2D topology view
  Shows geographical location of network nodes 
in a map view with color codes visualizing each 
country’s volume of transferred data

QoS measurement view functions
  Fully configurable charts and graphs for selected 
flows and network KPIs

 -  Throughput, jitter, counter graphs for individual or 
aggregated sessions

 -  Transport and application level measurements
  Top talkers, traffic distribution charts for all data or 
per endpoint

CONFIGURATION
  Web-based GUI:

 -  Multi-user authentication and management
 -  HTTP/HTTPS
  SSH terminal connection
  Configurable SNMP traps and alarms
  Remote server management and updates:

 -  IPMI v2.0 interface
 -  Wake-up on LAN

CAPTURE FILE PROCESSING
  Web GUI file manager
  Samba file share
  SCP and FTP
  Automatic file transfer
  Capture file online reading with M5 Analyzer software

CAPTURE FILE PLAYBACK
  Adjustable pcap file transmission

ENVIRONMENTAL SPECIFICATIONS
  Operating temperature: 10 °C to 50 °C
  Operating relative humidity: 20 % to 80 %
  Certifications: RoHS, UL, CE (EU), FCC (USA), CSA 
(Canada), VCCI (Japan), C-TICK (Australia)

PHYSICAL MEASUREMENTS
1U

 Size (H x W x D): 43 mm x 437 mm x 650 mm 
  (1.7 in x 17.2 in x 25.6 in)
 Weight: 17 kg (37 lb)
  2U

 Size (H x W x D): 89 mm x 437 mm x 648 mm 
  (3.5 in x 17.2 in x 25.5 in)
 Weight: 22.7 kg (50 lb)
  3U

 Size (H x W x D): 132 mm x 437 mm x 648 mm 
  (5.2 in x 17.2 in x 25.5 in)
 Weight: 32.7 kg (72 lb)

POWER CONSUMPTION
  iPro 1040-1, iPro 1040-4: 0.75A /173W
  iPro 1200-4: 0.88A /203W
  iPro 2040-8: 1.13A /261W
  iPro 3200-16, iPro 3200-32: 2.28A /526W
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