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The business world is becoming more and more flexible. This 
also applies to the workplace environment, which employees 
adjust to suit their personal needs. That leads not only to im-
proved working conditions, but also to a notably more efficient 
office operation, accommodating the increased security needs of 
employees and company alike.
Such adjustments used to be associated with major technolo-
gical efforts, provided they were possible at all. Additional sys-
tems had to be installed, configured and maintained, which not 
infrequently led to considerable expenditures in terms of time 
and cost. The technology company MICROSENS, however, proves 
that there is another approach possible: by having switches take 
on additional functions in decentralised networks – using apps 
like those that users of smartphones and tablet PCs are already 
familiar with.

Gone are the days when switches were merely responsible 
for distributing the data traffic. More and more often switches 
perform tasks, that used to require the installation of separate 
systems. Apps, intelligent applications on the switches, provide 
new functionalities for an up to now unprecedented level of se-
curity, convenience and efficiency, as it is needed in the modern 
business world.
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IT Switches – Control Centers for the Smart Office
Security and Energy Efficiency in the Smart Office
All too often the lights are left on or heating and air-conditioning 
are left running in rooms, where no one is present. The associated 
waste of energy is enormous.
And how often does it happen that network terminals remain open 
in empty offices and meeting rooms? All of this makes it easy for 
intruders to gain unauthorised access to the enterprise network and 
start an attack from within.
It would be much easier and safer to book a meeting room via 
Outlook and to have the right technology in place that automati-
cally ensures that the heating or air-conditioning is turned on in 
time for the meeting. The lighting and the presentation screen are 
turned on, when the first participants arrive and the data terminals 
are opened automatically. During the meeting a simple presence 
detection mechanism prevents the technology from inadvertently 
being switched off. Once the last participant has left the room, all 
power-consuming devices are powered off and all network access 
points are locked. A considerable plus in terms of energy efficiency 
and security. Dreams of the future? No – current state of the art.
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Easy implementation of an emergency button – 
for more security at the workplace
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Emergency Button for More Security

Public areas with a lot of foot traffic call for an even higher level 

of security. Many organisations now stipulate the installation of an 

emergency button in those areas. An extensive new cabling setup 

is not necessarily needed. The emergency button can be connected 

to the decentralised data switch using a simple I/O port. When it is 

pressed, the switch triggers an alarm over the network. The type of 

alarm is configured by the user through the app installed on the 

switch. It may involve, for instance, a silent alarm such as an SMS 

or MMS being sent to the smartphones of a security firm or alarm 

lights or sirens being turned on – intelligent switches offer more 

security in decentralised networks without any additional labour 

involved.

Effective Protection with Disconnect Monitoring

Theft and the deliberate manipulation of IP-enabled devices are se-

rious problems of our time. And they are likely to increase due to the 

growing number of distributed services and the inexorable trend of 

basing building automation systems on IP. So what can be done? 

The solution is simple: Modern switches don’t monitor the link, but 

the route to the end device. The innovated Disconnect Monitoring 

Feature integrated in the switch measures the resistance of the 

connection to find out whether or not there is a device connected 

at the remote end. For this trend-setting method to work, the end 

device does not need to be switched on.

Using a cyclical measurement, the switch continuously monitors the 

connection, providing users with an effective as well as economical 

means of around-the-clock anti-theft protection. Even remote, ra-

rely used or hard-to-access devices can be protected effectively by 

Disconnect Monitoring. They merely need to be connected to the 

switch via a twisted pair data line. If an end device is removed – or  

       

the cable is cut – the switch registers the connection’s change in 

impedance and can trigger an immediate alarm. This feature can be 

tailored to the customers’ needs

Intelligent Micro Switch triggers if connected device is removed
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App your Net

As intelligent network components, switches can as a rule provide 

added functionalities. While these functionalities used to require 

labour-, time- and cost-intensive firmware modifications, they can 

now be easily incorporated via an app which can be installed in 

the switch as a ready-made, powerful mini-programme. Modifica-

tions of the switch firmware are not required; it remains unchanged. 

Users who prefer programming apps themselves instead of using 

ready-made ones can create custom scripts directly at the switch 

using the scripting language microScript. Via a browser they access 

a Web interface with an integrated script editor on MICROSENS 

switches. These scripts run above the operating system level. Any 

security gaps in the operating system cannot be exploited by the-

se scripts, which wards off security problems right from the start.

Using the right apps, intelligent switches can easily perform extensi-

ve and complex functions. MICROSENS thereby once again demons-

trates that the calls for security, efficiency and convenience are not 

mutually exclusive, but can rather complement each other superbly 

in modern buildings.

Generation 6 switches by MICROSENS 

can do more than just distribute data. 

Smart Office

The connecting link for the Smart Office – 
generation 6 Micro Switch of MICROSENS 

Intelligent Decentralised Building Control System

Besides increased security and energy efficiency, Smart Office so-

lutions offer considerably more convenience than conventional so-

lutions. Users can adjust their work environments to suit their per-

sonal needs – in an easy, flexible and economical way. Apart from 

heating / air-conditioning the lighting is the most important factor. 

Intensity of light and luminous colour directly influence our feeling 

of well-being and, consequently, our performance. All employees 

have their own requirements and preferences, however, and lighting 

conditions of the workspace are continually changing depending on 

weather and time of day. What is needed are individualised confi-

gurations that are easy to handle and offer economic benefits at the 

same time.

Powerful switches with I/O contacts and gateways to the central 

building control system, such as KNX and EnOcean, offer just that, 

which makes them vastly superior to conventional solutions in tech-

nological and economic terms. A solution based on decentralised 

switches does not require any additional, labour-intensive control 

and no additional server. The tasks are performed by the switches 

that are needed anyway. The decentralised approach furthermore 

allows a step-by-step implementation, “office by office.” Another 

plus: Even when the central system fails, the independent local con-

trol remains unaffected.

A powerful programming interface al-

lows the installation of additional pro-

grammes (apps), which assume intelli-

gent functions in the network.

Application-specific add-ons are the-

refore fast and easy to implement and 

provide real added value.


